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1.

I nt roducti on

The Trickle algorithmis designed for wirel ess networks. It
establishes a density-aware | ocal broadcast with an underlying
consi stency nodel that guides when a node conmuni cates. Wen a
node’ s data does not agree with its neighbors, it conmunicates

qui ckly to resolve the inconsistency. Wen nodes agree, they sl ow
their commruni cationrate exponentially, such that in a stable state
nodes send at nost a few packets per hour. Instead of flooding a
network with packets, the algorithmcontrols the send rate so each
node hears a small trickle of packets, just enough to stay
consistent. Furthernore, by relying only on |ocal broadcasts,
Trickl e handl es network re-popul ation, is robust to network

transi ence, 1oss, and di sconnection, and requires very little state
(i npl ement ati ons use 4-11 bytes).

While Trickle was originally designed for reprogramm ng protocols
(where the data is the code of the program bei ng updated), experience
has shown it to be a powerful nechanismthat can be applied to w de
range of protocol design problens. For exanple, routing protocols
such as RPL use Trickle to ensure that nodes in a given nei ghborhood
have consistent, |oop-free routes. Wen the topology is consistent,
nodes occasionally gossip to check that they still agree, and when

t he topol ogy changes they gossip nore frequently, until they reach
consi stency agai n.

Thi s docunment describes the Trickle algorithmand provides guidelines
for its use. It also states requirenents for protocol specifications
that use Trickle. This docunent does not provide results on
Trickl e’ s performance or behavior, nor does it explain the
algorithms design in detail: interested readers should refer to

[ Levi s08] .

Ter m nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

Trickle Al gorithm Overview

Trickle's basic primtive is sinple: every so often, a note transmts
code netadata if it has not heard a few other notes transmit the sanme
thing. This allows Trickle to scale to thousand-fold variations in
networ k density, quickly propagate updates, distribute transm ssion
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4.

4.

| oad evenly, be robust to transient disconnections, handl e network
repopul ati ons, and inpose a nmai ntenance overhead on the order of a
few packets per hour.

Trickle sends all nmessages to the |ocal broadcast address. There are
two possible results to a Trickle broadcast: either every note that
hears the nessage is up to date, or a recipient detects the need for
an update. Detection can be the result of either an out-of-date note
heari ng soneone has new code, or an updated note hearing soneone has
old code. As long as every note conmmuni cates sonehow - either
receives or transmts - the need for an update will be detected.

For exanple, consider a sinple case where "up to date" is defined by
versi on nunmbers (e.g., network configuration). |f node A broadcasts
that it has version V, but B has version V+1, then B knows that A
needs an update. Simlarly, if B broadcasts that it has V+1, A knows
that it needs an update. |f B broadcasts updates, then all of its
nei ghbors can receive them wi thout having to advertise their need.
Sone of these recipients mght not even have heard A's transm ssion

In this exanple, it does not matter who first transmts, Aor B
either case will detect the inconsistency. Al that matters is that
sone nodes comuni cate with one another at sone nonzero rate. As
long as the network is connected and there is sonme m ni num

communi cation rate for each node, the network will reach eventua
consi st ency.

The fact that comruni cation can be either transm ssion or reception
enables Trickle to operate in sparse as well as dense networks. A
singl e, disconnected node nust transmit at the conmmunication rate.

In a | ossless, single-hop network of size n, the sum of transnissions
over the network is the comunication rate, so for each node it is
1/n. Sparser networks require nore transm ssions per note, but
utilization of the radio channel over space will not increase. This
is an inportant property in wireless networks, where the channel is a
val uabl e shared resource. Additionally, reducing transnissions in
dense networks conserves system energy.

Trickle Al gorithm
This section describes the Trickle algorithm
1. Paraneters and Vari abl es
A Trickle tinmer has three configuration paraneters: the mninum

interval size Imn, the maxinuminterval size Imax, and a redundancy
const ant k:
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0 The minimuminterval size is defined in units of tine (e.g.
m | 1iseconds, seconds). For exanple, a protocol m ght define the
m nimuminterval as 100 mlliseconds.

o0 The maximuminterval size is described as a nunber of doublings of
the mininuminterval size (the base-2 log(max/nmin)). For exanple,
a protocol mght define the maxi muminterval as 16. |If the
m nimuminterval is 100ns, then the maxi muminterval is 100ns *
65536, 6,553.6 seconds, or approximately 109 m nutes.

0 The redundancy constant is a natural nunber (an integer greater
than zero).

In addition to these three paraneters, Trickle maintains three

vari abl es:

o |, the current interval size

o t, atine within the current interval, and

0 c, a counter

4.2. Al gorithm Description

The Trickle algorithmhas five rules:

1.

When an interval begins, Trickle resets c to 0 and sets t to a
random point in the interval, taken fromthe range [1/2, 1).

Whenever Trickle hears a transm ssion that is "consistent," it
i ncrenents counter c.

At time t, Trickle transmits if and only if counter c is |ess
than the redundancy constant k

When an interval expires, Trickle doubles the interval |ength.
If this newinterval |ength would be Ionger than Imax, Trickle
sets the interval length | to be I nmax.

If Trickle hears a transmission that is "inconsistent," the
Trickle timer resets. |If | is greater than Inin, resetting a
Trickle timer sets | to Inmin and begins a newinterval. |If is
equal to Inmin, resetting a Trickle tinmer does nothing. Trickle
may al so reset the timer in response to external "events."

The terns consistent, inconsistent and event are in quotes because
their neani ng depends on the use of Trickle.

Levi s,
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5.

6

6

6

Using Trickle
A protocol specification that uses Trickle MJST specify:

0 Default values for Imn, Imax, and k. Because link |layers can
vary widely in their properties, the default value of Inmin should
be specified in terns of the worst-case latency of a link |ayer
transm ssion. For exanple, a specification should say "the
default value of Imnis 4 times the worst case |ink | ayer
| at ency" and should not say "the default value of Imn is 500
mlliseconds.” W rst case latency is the tine until the first
l'ink-1ayer transmission of the frane assuming an idle channe
(does not include backoff, virtual carrier sense, etc.).

o Wiat constitutes a "consistent” transm ssion
o What constitutes an "inconsistent” transm ssion

0 Any "events" besides inconsistent transmi ssions that reset the
Trickle tinmer.

Qper ati onal Consi derations

It is RECOWENDED that a protocol which uses Trickle include
mechani sms to i nform nodes of configuration paraneters at runtine.
However, it is not always possible to do so. |In the cases where

di fferent nodes have different configuration paraneters, Trickle may
have uni nt ended behaviors. This section outlines some of those
behavi ors as an educational exercise.

1. M smatched redundancy constants

If nodes do not agree on the redundancy constant k, then nodes with
hi gher values of k will transmt nore often than nodes with | ower
values of k. 1In sone cases, this increased | oad can be independent
of the density. For exanple, consider a network where all nodes but
one have k=1, and this one node has k=2. The different node can end
up transmtting on every interval: it is maintaining a conmunication
rate of 2 with only itself. Hence, the danger of mi snmatched k val ues
is uneven transnission |load that can deplete the energy of sone
nodes.

2. Msnmatched Imn
If nodes do not agree on Inin, then some nodes, on hearing

i nconsi stent nmessages, will transmt sooner than others. These
faster nodes will have their intervals growto sinlar size as the
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6. 3.

6. 4.

10.

10.

sl ower nodes within a single slowinterval time, but in that period
may suppress the slower nodes. However, such suppression will end
after the first slow interval, when the nodes generally agree on the
interval size. Hence, msmatched Imn values are usually not a
significant concern

M smat ched | nax
If nodes do not agree on Imax, then this can cause |ong-term probl ens
with transm ssion |oad. Nodes with snmall Imax values will transmt
faster, suppressing those with larger Imax values. The nodes wll

| arger | max val ues, always suppressed, will never transnit. |In the
base case, when the network is consistent, this can cause |long-term
inequities in energy cost.

M smat ched definitions

I f nodes do not agree on what constitutes a consistent or

i nconsi stent transnission, then Trickle may fail to operate properly.
For exanple, if a receiver thinks a transm ssion is consistent, but
the transmtter (if in the receivers situation) would have thought it
i nconsistent, then the receiver will not respond properly and inform
the transmitter. This can lead the network to not reach a consistent
state. For this reason, unlike the configuration constants k, Inin,

and | max, consistency definitions should be clearly stated in the
prot ocol and should not be configured at runtine.

Acknowl edgenent s

| ANA Consi der ati ons

Thi s docunent has no | ANA consi derati ons.

Security Considerations

Thi s docunment has no security considerations.
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