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Abstract

Thi s docunent specifies an extension to the Nei ghbor Discovery
Prot ocol (NHDP) which uses cryptographic signatures in HELLO nessages
to encounter a selection of security threats to NHDP.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts. txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htni.

This Internet-Draft will expire on May 16, 2010.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
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publication of this docunent. Please review these docunents
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the BSD License.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to allow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.
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1.

3.

I nt roducti on

Thi s docunment describes how to use cryptographic signatures for
countering a selection of the security threats analyzed in

[ NHDP-sec-threats]. It specifies the use of such signatures for
validating the identity of the originator of a HELLO nessage, the
validity of the content (i.e. links being advertised) of a HELLO
message, and the nessage integrity. The protection so offered
against the threats in [NHDP-sec-threats] is eval uated

Thi s docunent specifies TLVs for carrying cryptographic signatures in
HELLO nmessages usi ng [ RFC5444], and specifies extensions (as enabl ed
by [NHDP]) to the HELLO message processing in [ NHDP].

Ter m nol ogy

Thi s docunment uses the term nol ogy of [RFC5444], [packetbb-sec],
[ NHDP] and [ NHDP-sec-threats].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [RFC2119].

Applicability Statenent

o [ NHDP] enabl es extensions to recogni ze additional reasons for
rejecting a message as nalfornmed, and nentions security as an
explicit exanple.

0 This docunent, therefore, elaborates on howthis in details can be
done, providing a franmework for signing and validating nessages in
NHDP.

o0 Note that there is no "no one-size-fits-all", therefore this
docunent uses the containers for carrying signatures and
registries for cryptographic code-points as specified in
[ packet bb-sec]. The specification should therefore be generally
be applicabl e where cryptographi c signatures are thought an
appropriate security solution. Note that the the choice of the
cryptographic algorithmare to be nade for each given depl oynent
and that the choice of such is out of scope for this docunent.

0 This docunent does not specify how to distribute cryptographic
keys, shared secrets, paraneters for signature algorithns, etc.
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o0 Note also that this document assunmes that a router which is able
to sign nessages correctly (e.g. having a valid cryptographic
key), is considered trusted. This docunent does not handl e
conprom sed routers with a valid key (e.g. a router that is
conprom sed by a conputer virus).

Ther ef or e:
o0 This docunent is generally applicable when [NHDP] is used, and
uses the [ RFC5444] extension specified in [packetbb-sec].
4. Protocol Overview and Functi oni ng

The framework presented in this docunment provides two
functionalities:

0 Signhing a HELLO nessage
0 Checking whether a signed inconmng HELLO nmessage is valid

When NHDP is about to transmt a HELLO nessage on an interface, this
ext ensi on:

o specifies to calculate a digital signature of the nessage, and

0 specifies howto add that signature to a nessage for transm ssion
by way of a SI GNATURE TLV/

The framework allows to add several signatures with different hash
and cryptographi c functions.

[NHDP] allows to reject incoming HELLO nmessages prior to processing
by NHDP for reasons such as invalid signatures. This extension
specifies that for each SIGNATURE TLV in the Message TLV Bl ock of
that incom ng nessage, the value of that TLV (i.e. the contained
signature) is verified.

5. Transmitting a nessage in NHDP

HELLO nmessages are generated as specified in [NHDP]. In addition
each HELLO nessage MUST set the <msg-orig-addr> as well as the <nsg-
seqg-nune field as specified in [RFC5444]. Before transm ssion of a

message, it is signed as described in Section 6.
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6. Signing a Message
This section specifies howto sign a nessage. Note that a message
may be signed several tines using different signature al gorithns.
The follow ng constraints MJST be respected when signing a nessage:
0 The originator address of the nmessage MJUST be incl uded.
o The sequence nunber of the nessage MJST be i ncl uded.
Optionally:
o A TIMESTAMP TLV (as defined in [packetbb-sec]) MAY be added to the
message if no such TLV is already included in the message TLV
bl ock of that message. The value of the TI MESTAMP TLV is the
current PCOSI X tinmestanp (32-bit) of the router, and the type
extension is 1 (one).
For each signature algorithmthat is used to sign the nessage
1. Al TLVs of type SIGNATURE are tenporarily renmoved fromthe
message and stored in tenporary variables. The nessage size is
recal cul ated accordingly, i.e. to the size of the nessage wi thout
the SI GNATURE TLVs.
2. The signature value is calculated over the whol e nmessage (as
resulting after step 1) according to the chosen signature
al gorithm
3. A TLV of type SIGNATURE is added in the nessage TLV bl ock. The
TLV value is set to the signature calculated in step 2 as well as
the chosen hash and cryptographic al gorithns.
4., Al other SIGNATURE TLVs that have been tenporary renopved, are
restored.
5. The nessage size is recal cul ated
7. Processing a Message in NHDP

NHDP speci fies that

"On receiving a HELLO nessage, a router MJUST first check if the
message is invalid for processing by this router”

and gives a nunber of conditions that will lead to a rejection of the
HELLO nmessage if any of these conditions is true. The extension
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specified in this docunent adds the follow ng conditions for
rejecting a nessage:

0 The nessage does not include the <nsg-orig-addr> or the <msg-seq-
nume field.

0 The nmessage contains nore than one TI MESTAMP TLV.
0 Any signature of the nmessage is invalid as specified in Section 9.

0 The tinestanp of the nessage is invalid as specified in Section 8.

8. Validating a Tinestanp

This section specifies howto validate a nessage tinmestanp.

1. If the message includes a TI MESTAMP Message TLV, and the val ue of
the TI MESTAMP TLV differs fromthe current POSI X time of nore
than MAX_TI MESTAMP_DI FF, the nessage MJST be di scarded.

9. Validating a Signature
This section specifies howto validate a nessage signature.

1. For all SIGNATURE Message TLVs:

A. If the hash function and the cryptographic function defined
in that are known to the router: goto step 2.

B. Oherwi se goto step 1

2. |If no signature al gorithm has been recognized in step 1, the
message MJST be di scarded.

3. Al SIGNATURE TLVs are renoved fromthe nmessage, and the nessage
size is recal cul at ed.

4. The signature is recal culated using the sane hash function and
cryptographic function as indicated in the TLV, and conpared with
the signature fromthe SIGNATURE TLV that has been renoved in
step 3.

5. If the verification fails, the nessage MJUST be di scarded.

6. Oherw se:
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10.

11.

12.

A. Restore all SIGNATURE TLVs.
B. Restore the nessage size

7. The nmessage can now be processed according to [ NHDP].

Par anet ers and Constants
This docunent specifies the follow ng paraneters and constants:

o MAX TI MESTAMP_DI FF - The maxi num age a nessage that is to be
validated may have. |If the current PCSI X time of the router
validating the message minus the tinmestanp indicated in the
TI MESTAMP TLV of the nessage is greater than MAX_TI MESTAMP_DI FF,
the nmessage will be discarded.

The followi ng constraints apply to these paraneters:

o MAX_TI MESTAMP DI FF > 0

Precondi ti ons

Before a router is able to sign or validate nessages, it nust
initially parameterize sone security settings. |In particular, it
MUST acquire the cryptographic key(s) and any paraneters of the
cryptographic algorithmfromall other routers that are to
participate in the network. This docunent does not specify how a
router acquires the cryptographic keys and paranmeters used in the
MANET.

Sunmary of NHDP | nteraction

When the security mechani snms as specified in this document is used,
the foll owing MUST be observed:

0 NHDP nust generate HELLO nmessages as usual

0 NHDP MUST allow this security nechani smaccess to the HELLO
message after its generation and prior to transm ssion, in order
that a SI GNATURE TLV can be generated and inserted, as allowed by
Section 16 in [ NHDP].

0 Any other NHDP extension which adds information to a HELLO nessage
and which wi shes this added information to be included when
cal culating the cryptographic signature MJUST do so prior to the
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13.

13.

13.

13.

13.

HELLO nessage bei ng handed of f for signature generation

0 An incom ng HELLO nessage MJUST be processed according to this
specification prior to processing by [NHDP] as allowed in Section
16 in [ NHDP].

0 Any other NHDP extension, which has added information to a HELLO
message and whi ch wi shes that the HELLO nmessage is rejected if a
cryptographic signature is not valid, MJST |ikew se process the
HELLO nessage only after its processing according to this
speci fication.

Security Threats Alleviation Analysis
This section anal yzes which of the security threats that are detail ed
in [ NHDP-sec-threats] are alleviated by the framework presented in
t hi s docunent.
1. Jammi ng
Since jamming is a physical |ayer issue, it cannot be alleviated by
protocols on the routing layer. This franework does not counteract
janmi ng attacks, therefore.

2. ldentity Spoofing

As only routers possessing a valid cryptographic keys are able to

sign correctly HELLO nessages, identity spoofing is counteracted. |If
a router does not have access to a valid key or does not sign
messages at all, it is not able to create HELLGs that are processed

by nei ghbor routers. Such wongly signed or unsigned nessages are
rejected by receiving routers as described in Section 9.

3. Link Spoofing

Li nk spoofing is counteracted by the franework specified in this
draft, with the same argunent as in Section 13.2. A router wthout
access to a valid cryptographic key cannot sign the nmessage
correctly, and therefore the nessage will be rejected by any
receiving routers. Hence, all |inks postulated by an attacker are
i gnor ed.

4. Replay Attack
Replay attacks are only counteracted if TINMESTAVMP TLVs are incl uded

in HELLO nessages. This is optional, and depends on synchroni zed
clocks of all routers in the MANET. An attacker which records
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messages to replay themlater can only do so in the tine interva
between the timestanp that is contained in the TI MESTAMP TLV and
MAX_TI MESTAMP_DI FF seconds later. As an attacker cannot nodify the
content if the TIMESTAMP TLV (since it does not possess the valid
cryptographic key), it cannot replay nessages after this tine
interval. Wthin this tine interval, however, it is still possible
to replay attacks.

14. | ANA Consi derati ons

Thi s docunment has no actions for | ANA

15. Security Considerations

Thi s docunent specifies a protocol extension to NHDP which allows to
al l eviate some of the security threats of NHDP anal yzed in
[ NHDP- sec-t hreat s] .

If no synchroni zed cl ocks are available in the MANET, replay attacks
cannot be counteracted by this framework.

This franmework does not avoid or detect security attacks by routers
possessing the cryptographic key that is used to sign nessages.

This specification depends on the quality of the used signature
al gorithm and provides as such the sane security considerations as
the hash function and the cipher algorithm

This specification relies on an out-of-band protocol to distribute
keys and paranmeters. The security considerations of that protoco

apply.

This specification does not provide a key revocati on nechani sm
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