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Abstract

Thi s docunent anal yses common security threats of the Nei ghborhood
Di scovery Protocol (NHDP) and describes inpacts for MANET routing
protocol s usi ng NHDP.
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1.

I nt roducti on

The Nei ghbor hood Di scovery Protocol (NHDP) [NHDP] allows routers to
exchange informati on about their one-hop and two-hop nei ghbors by
means of HELLO nessages. It is a conmon base protocol for severa
protocols in the MANET working group, such as OLSRv2 [OLSRv2] and SMF
[ SMF]. The nei ghborhood information, exchanged between routers using
NHDP, serves these routing protocols as a baseline for cal cul ating
paths to all destinations in the MANET, relay set selection for

net wor k-w de transm ssions etc.

Due to the fact that NHDP is typically used in wireless environnents,
it is potentially exposed to different kinds of security threats,
some of which are of particular significance as conpared to wred
networks. As wireless radi o waves can be captured as well as
transmitted by any wirel ess device within radio range, there is
commonly no physical protection as for wired networks. The NHDP
speci ficati on does not define any security neans for protecting the
integrity of the information it acquires, however suggests that this
be addressed in a fashion appropriate to the depl oynent of the

net wor k.

This docunment will describe these security attacks which NHDP is

vul nerable to. In addition, the docunent outlines the consequences
of such security attacks to NHDP for routing protocols using NHDP for
nei ghbor hood di scovery. It is out of scope of this docunent to

provi de solutions to counteract security attacks to NHDP

Ter m nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Additionally, this docunent uses the terninology of [RFC5444] and
[ NHDP] .

NHDP Threat Overvi ew

NHDP [ NHDP] defines a nessage exchange protocol based on HELLO
messages in order for each router to acquire topol ogical information
about 1-hop and 2-hop neighbors. It specifies information bases that
store the informati on and the necessary nessage exchange. These

i nformati on bases can be accesses by routing protocols such as OLSRv2
[OLSRv2] to construct routes to destinations in the MANET.

Her berg & C ausen Expi res May 16, 2010 [ Page 4]



Internet-Draft Security Threats for NHDP Novenber 2009

Every router periodically transmits HELLO nessages on each of its
interfaces with a hop-linmt of 1 (i.e. HELLGCs are never forwarded by
arouter). In these HELLO nessages, a router announces the IP
addresses of heard, symmetric and | ost nei ghbor interface addresses.

An adversary has several ways of harm ng the nei ghbor discovery
process: It can announce "wong" information about its identity,
postul ate non-existent |inks, and replay HELLO nmessages. These
attacks are presented in detail in Section 4.

The different ways of attacking an NHDP depl oynent will eventually

|l ead to inconsistent information bases, not reflecting the correct
topol ogy of the MANET any nore. This nmeans that routers nmay be
unable to detect links to their neighbors correctly (for NHDP), and
thus corrupt the routing process of a routing protocol using the

nei ghbor information of NHDP. These inplications to protocols using
the state of NHDP are in detail described in Section 5.

4. Detailed Description of Security Threats to NHDP

In this section, the different kind of threats to NHDP are detail ed.
For every attack, a description of the nechanismof the attack is
followed by the inplications for the NHDP i nstance. |Inplications on
routing protocols using NHDP are presented in Section 5.

For simplicity, in all exanples contained in the follow ng sections,
it is assuned that routers only have a single interface with a single
| P address configured. Al the attacks apply as well for routers
with nultiple interfaces and nultiple addresses.

4.1. Janming

One vulnerability, comon for all protocols operating a wireless ad
hoc network, is that of "jamming" - i.e. that a router generates
massi ve amounts of interfering radio transm ssions, which wll
prevent legitimate traffic (e.g. control traffic as well as data
traffic) on part of a network. This vulnerability cannot be dealt
with at L3 (if at all), leaving the network without the ability to
mai ntain connectivity. Janming is sonewhat simlar to that of
networ k overl oad and subsequent denial of service: a sufficiently
significant amount of control traffic is lost, preventing HELLO
messages to be correctly received.

If a considerable amount of HELLO nessages are | ost or corrupted due
to collisions, neighbor routers are able not any nore to establish
I inks between them This effectively renders NHDP unusabl e for upper
| ayer protocols, since no stable |links can be used for sending out
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control packets, or for calculating routing infornmation.
4.2. Incorrect HELLO Message Generation

Every router running NHDP perfornms nmainly two tasks: Periodically
generating HELLO nessages and processing i ncom ng HELLO nessages from
nei ghbor routers. This section describes two security attacks

i nvol ving the HELLO generation

4.2.1. ldentity Spoofing

The so-called identity spoofing inplies that a router sends HELLO
nmessages pretending to have the identity of another router. An
attacker can acconplish this by using another router’s |IP address in
an address block of a HELLO, and associating this address with a
LOCAL | F Address Block TLV. 1In addition, it nmay need to set the
source address of the | P header that contains the control nessage.

If a router receives such a forged HELLO nessage from a nei ghbor, it
will assume that this HELLO comes froma router with the clainmed
interface address. As a consequence, it will add a Link Tuple to
that nei ghbor with the spoofed address, and include it in its next
HELLO nmessages as a heard nei ghbor (and possibly as symetric

nei ghbor after another HELLO exchange).

Identity spoofing is particular harnful if a router spoofs the
identity of another router that exists in the sanme routing domain.
Wth respect to NHDP, such a duplicated, spoofed address can lead to
an inconsistent state up to two hops froma router. Figure 1)
depicts a sinple exanple. In that exanple, router Ais in radio
range of C, but not of X |If X spoofs the address of A that can |ead
to conflicts for upper-layer routing protocols, and therefore for
wong path cal cul ations as well as incorrect data traffic forwarding.

Figure 1

Fi gure 2) depicts another exanple. In this exanple, Ais two hops
away fromrouter C, reachable through router B. If the attacker X
spoofs the address of A, Cnmay think that A is indeed reachabl e

t hrough router D.
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Fi gure 2
4.2.2. Link Spoofing

Simlarly, link spoofing inplies that a router sends HELLO nessages,
signaling an incorrect set of neighbors. This may take either of two
forns: An attacker can postul ate addresses of non-present nei ghbor
routers in an address block of a HELLO, associated with LI NK STATUS
TLVs. Alternatively, a conprom sed router can "ignore" existing

nei ghbors by not advertizing themin its HELLO nessages.

The effect of link spoofing with respect to NHDP are twofold,
dependi ng on the two cases nentioned above: |If the conprom sed router
i gnores existing neighbors, there may not be any connectivity to or
fromthese routers to others routers in the MANET. |[|f, on the other
hand, the router advertizing non-existing links, this can | ead wong
topol ogical information in the information base, which nay be used by
routing protocols.

4.3. Replay attack

A replay attack is, sinply, where control traffic fromone region of
the network is recorded and replayed in a different region (this type
of attack is also known as the Wornmhol e attack). This may, for
exanpl e, happen when two routers collaborate on an attack, one
recording traffic inits proximty and tunneling it to the other
router, which replays the traffic. In a protocol where links are

di scovered by testing reception, this will result in extraneous I|ink
creation (basically, a link between the two '‘attacking’’ routers).
While this may result froman attack, we note that it nmay al so be

intentional: if data-traffic too is relayed over the virtual |ink
over the ‘‘tunnel’’, the link being detected is, indeed valid. This
is, for instance, used in wireless repeaters. |If data traffic is not
carried over the virtual link, an inmaginary, conpronised, |ink has

been created. Replay attacks can be especially damaging if coupl ed
wi th spoofing and playing with sequence nunbers in the replayed
nmessages, potentially destroying sone inportant topology infornation
in routers all over the network

5. Inpact of inconsisent Information Bases for Routing Protocols using
NHDP

The different security attacks on NHDP have been presented in
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Section 4 which lead to an inconsistent state of the topol ogy on the
routers. This section describes the inpact for routing protocols
that use NHDP as underlying nei ghbor discovery protocol, in
particular OLSRv2 [OLSRv2], and SM.

5.1. MPR Cal cul ation
TBD

5.2. Routing Loops
TBD

5.3. Invalid or non-existing Paths to Destinations
TBD

5.4. Data Sinkhole

TBD

6. | ANA Consi derations

Thi s docunment contains no actions for | ANA

7. Security Considerations
Thi s docunment does not specify a protocol or a procedure. The

docunent, however, reflects on security considerations for NHDP and
MANET routing protocols using NHDP for nei ghborhood di scovery.
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